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Set up Multi-factor Authentication (MFA)

All MCCCD faculty, staff, and students* must set up MFA. This section walks you through setting up
Duo MFA on your mobile device, which is the recommended and most common way of utilizing Duo
MFA. You will be prompted to set up DUO the first time you log in to an MCCCD system, IE: Canvas, SIS,
Gmail, etc. We are using portal.azure.com as the example in this document.

* Students began using MFA in Feb 2023

portal.azure.com

Open a new browser page and type portal.azure.com

K
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Sign in

Students and Staff Enter: YourMEID@ma

Can't access your account?

Only active students, currently employed
staff, and designated 3rd parties are
authorized to access MCCCD Azure or
Office 365 cloud resources.

1. Signin to your Maricopa account using your MEID - MEID@maricopa.edu
2. Click Next.
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« MEID @maricopa.edu

Enter password

&)

1. Type in your password.
2. Click Sign in.

Forgot my password

Only active students, currently employed
staff, and designated 3rd parties are
authorized to access MCCCD Azure or
Office 365 cloud resources.
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Welcome to
Duo Security

Let's set up an account to protect your identity.

Next
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Did you know?

97% of data breaches start by
stealing your identity

‘ Next
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What can you do?

The best way to protect your identity
is with two-step verification using your
phone or another device

‘ Next

1. Read the three DUO Message prompts and Click Next through each one.
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Select an option

You'll use this to log in with Duo. You can add
another option later

1. Click on the device option you want to use with Duo

c Duo Mc.hile_ Recommended .
Get@ nofifieation or code on your device It is strongly recommended to select the Duo Mobile option.

This allows you to use the Duo app on your mobile device.

EI] Security key >

Use a security key

5 Phone number >
D Get a text message or phone call
Secured by Duo
€ Back

Enter your phone number

—_

Type in your mobile phone number.
2. Click Add phone number

You'll have the option to log in with Duo Mobile.

Country code Phone number

‘ = 555-555-5555]

—_

Example: "201-555-5555" Confirm your device.

2. Click Continue.

‘ Add phone number

| have a tablet

Secured by Duo
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{ Back
Is this correct?
(555) 555-5555
1. Verify your phone number is correct.
Yes. it's correct 2. |If correct, click Yes, It's correct.
' a. Ifincorrect, click No, change it and correct it
No, change it
Secured by Duo
{ Back

Confirm ownership

(555) 555-5555

Send me a passcode 1. Click Send me a passcode

2. You will receive a passcode via text on your mobile
device

Or call my phone

Secured by Duo

{ Back

Passcode sent

Enter the two-factor authentication passcode
sentto (555) 555-5555 . . . .
1. Type in the passcode you received and click Verify.

123456]

Verify

Send a new passcode

Secured by Duo
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Download Duo Mobile

On your mobile device, download the app from
the App Store or Google Play.

‘ Next ‘

Secured by Duo

{ Back

Scan this code in Duo Mobile

In the app, select Use QR code o scan.

et an activation link instead

Secured by Dua

1. Download the Duo App for your mobile device

2. Search for Duo Mobile via the Google Play or Apple
App Store

3. Download and install the app on your device.

4. Duo may ask for permission to access your camera.
Answer Yes or Allow Access depending on your device. (This
is required so Duo can scan the QR code to complete the
activation process.)

5. After Duo has been installed on your mobile device,
click Next

Open the Duo app on your mobile device.

Select Set up account

Select Use a QR code

Scan the QR code with your Duo Mobile app.
a. Do NOT Scan the code in this document.

PN =
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@ Added Duo Mobile 1. If successful, you will see the following screen.

2. Click Continue
You can now use Duo mobile to Iog in using a

push notification sent to your mobile device.

Since you added a phone number, you
can also use text messages and
phone calls.

‘ Continue

Secured by Duo
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Add another way to log in?

Click Skip for now

We recommend this to ensure you don't get
locked out.

@ Security key Recommended
Use a security key

Skip for now

Secured by Duo
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Setup completed

@

‘ Log in with Duo ‘

1. Click Log in with Duo

Secured by Duo
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Check for a Duo Push

Verify it's you by approving the notification...

Sentto Moule Fiiener (6698 1. Approve the notification in the Duo app on your mobile
s device
- O
Other options
Need help? Secured by Duo
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1. If thisis a trusted browser Click Yes, trust browser

Trust this browser? . .
a. Ifitis not, then click No, do not trust browser

You won't need to log in as often from this
browser.

‘ Yes, trust browser

No, do not trust browser
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Success!
Logging you in.. 1. Congratulations! You have successfully set up Duo MFA!

How to Manage Duo

I set up Duo Mobile already but need to make a change, how do | access the Duo Prompt on
the computer to make a change?

1. Open an Incognito Window in your browser

2. Goto portal.azure.com
3. Log in with your MEID and password.
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Check for a Duo Push
Verify it's you by approving the notification. 1. Ignore the Duo notification and select Other options

Sent to "Mobile Phong” {seesse G699)

- B

Other options

Need help? Secured by Duo
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< Back

Other options to log in

e Duo Push >
D Send to "Mobile Phone” (»==-==--6699)

. Duo Mobile passcode 3
=== Entera code from the Duo Mobile app

Text message pﬂSSCOdE )
© Send to “Mobile Phong” (sse-ss-6699) 1. Select Manage devices
5 Phone call N

D Call "Mohile Phone” {sss-ws-5599)

y2a Bypass code »
-— Enter a code from your IT help desk

- Manage devices >
Add a phone, Touch ID, and more

@ First you'll verify your identity.

Need help? Secured by Duo

< Back

.0

Verify your identity before
managing devices
1. Choose an authentication method and complete

e Duo Push > verification
O Send to “Mobile Phone” (ss--6599) '

123 Duo Mobile passcode
—-— Enter a code from the Duo Mobile app

Text message passcode
ED Send to "Mobile Phong" (+==-++=-G699)

3  Phone call 3
0 Call “Mobile Phone” (-s++-6699)

123 Bypass code
—-— Enter a code from your IT help desk
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Mobile Phone & Edit Add a device
Log in faster with Touch ID. Duo Push,

and more

(555) 555-5555

Samsung SM-F926U

| have a new phone

After verification, you will be taken to your device management portal (as seen above).
A new device can be enrolled by clicking on ‘Add a device’, then following the onscreen instructions.
You can also activate, edit, or delete your existing devices here.
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